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Release 25.10.100 Notes

Test Release Date: Oct 3rd, 2025, Production Release Date: Oct 17th, 2025

Agent Update

None

Introduction
EPMware Release 25.10.100

This is a minor release containing new features and enhancements to existing features, and API
additions. The features of this release were developed to enhance the design capabilities,
performance, and improve ease of use of applications. System administrators and users will
benefit from the enhancements across their application.

New Features

EW-727 - Environment Name in Global Settings

e Added a global setting ENVIRONMENT_NAME to display the environment type (e.g.,
EPMWARE - TEST, EPMWARE - PROD) on the login page and page headers.

e Optionally, clients can upload a custom company logo with the environment name.

Benefits
1. Users can clearly identify the environment they are working in.

2. Provides assurance that users are accessing the correct organizational system.
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EW-2352 — Global Settings for Native User Password Criteria
New global settings allow administrators to enforce password policies for Native Users:
e Minimum Length: Default = 8
e Maximum Length: Default = 20
e Uppercase Required: Default = Yes
o Lowercase Required: Default = Yes
e Number Required: Default = Yes
e Special Character Required: Default = Yes
Additional Features

« "Eye" icon added for password visibility on login, add/edit, and change password
screens.

Security Fixes

EW-2329 - Spring Security CVE Fix (Medium Severity)
Description
o Reference: VIT9310883
e Severity: Medium (3)
¢ Vulnerability: Apache POl <5.4.0 - Improper Input Validation

Details

The installed version of Apache POl is older than 5.4.0, which is affected by an improper input

validation vulnerability. This issue impacts the parsing of OOXML format files such as .xlsx,
.docx, and .pptx.

Because these formats are essentially ZIP files, malicious users can insert duplicate ZIP
entries with the same name. Different products may interpret these duplicates
inconsistently, which can lead to data integrity issues.

o Affected Component: poi-ooxml before 5.4.0

o Resolution: Version 5.4.0 introduces a check that throws an exception if duplicate ZIP
entries are detected.
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Note: Nessus has not directly tested for this vulnerability but has relied on the application’s
self-reported version.

Environment
e Server: plsyshwepmws01.global.anz.com
e OS: Linux
¢ Environment: Production
e Status: Open

e Severity: Medium

EW-2330 - Spring Security CVE Fix (Low Severity)
Description
o Reference: VIT9310886
e Severity: Low (4)
e Vulnerability: Spring Framework - CVE-2025-22233
o Affected Versions:
= 5.3.x<5.3.43
= 6.0.x<6.0.28
= 6.1.x<6.1.20
= 6.2.x<6.2.7

Details

The installed version of Spring Framework is below the required fixed versions and is
therefore vulnerable to bypassing disallowedFields checks. This may allow improper data
binding.

Mitigation
e Upgrade to fixed versions:
o 6.2.x26.2.7

o 6.1.x>6.1.20
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o 6.0.x>6.0.28
o b5.3.x>5.3.43
o Generalrecommendations:
o Use dedicated model objects with properties only for data binding.

o Prefer constructor binding with the declarativeBinding flag set to disable setter
binding.

o Use allowedFields (explicit list) instead of disallowedFields.

Credit: Reported by the TERASOLUNA Framework Development Team, NTT DATA Group
Corporation.

Note: Nessus has not directly tested for this issue but has relied on the application’s self-
reported version.

Environment

Server: plsyshwepmws01.global.anz.com

e OS: Linux
e Environment: Production
e Status: Open

e Severity: Low

Enhancements

EW-2304 — Audit History Report for Configuration

A complete audit history for configuration-related tables (Apps, Dimensions,
Configurations, ERP Import Configurations, Deployment Managers, etc.) has been added.

« Captures: User actions (create/update), timestamps, and full history.
e Includes: Audit Trail icon on relevant pages for quick access.

« Reporting: Audit history reports available for compliance and tracking.
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EW-2353 — Deployment Statistics Report Update

Added a Deployment Time column to the Deployment Statistics Report to improve
visibility into execution details.
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Bug Fixes

EW-2320 - Property Label Display Issue

When a property description contains special characters, the Property Label field
incorrectly displays the description instead of the actual label on the ME and REQ pages.

o Example: Actual property label = GET_BRANCH_MEMBER.

« Test entry in description incorrectly displayed as the label.

EW-2339 — Test Connection Fails After Zoom

On the Server Configuration screen, if the user zooms in/out and then clicks Test
Connection, the pop-up incorrectly states:

“Please save changes before connection test.”

Observed behavior: On save, only the last_update_time column changes, while other
values remain intact.

EW-2355 — ERP Import Creates Request Lines Without Changes

ERP Import incorrectly creates request lines even when no property values are changed
in the uploaded file.

« Example: Leaving some property columns blank or supplying identical values
incorrectly triggers request line creation, though no actual changes exist.

EW-2357 — Member Deletion/Recreation Error in Extended Dimension
Issue occurs when:
1. A member is created in an Extended Dimension (e.g., costCenterParent).
2. A Logic Script moves the member to another parent dimension.
3. Request lines for both actions are deleted.
Attempting to recreate the same member in ERP Import then fails with:
“‘Member already exists.”

Cause: Incomplete cleanup of member tables during deletion.

EPMWARE



EW-2363 — Export for Planning Applications Fails with Alias Dimensions

When creating an Export for Planning Applications that includes Alias Dimensions
(which typically have no properties), execution incorrectly throws an error.

Expected: Export should complete without errors.

Contact EPMware Support

http://epmware.com/support

support@epmware.com
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